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FEDERAL DEVELOPMENTS  

 
FTC Privacy Shield Investigations 
 
On April 26th, Federal Trade Commission (FTC) Bureau of Consumer Protection Director Andrew Smith said in an 
interview that it is a goal of the FTC to bring more actions for substantial violations of the EU-U.S. Privacy Shield. 
According to Director Smith, the FTC will take Privacy Shield enforcement cases “as the FTC finds them.” The 
Privacy Shield provides European and American companies a framework to move data freely between Europe 
and the U.S. in compliance with privacy protection laws and governs approximately $260 billion in transatlantic 
data transfers annually. 
 
FTC Refunds for Tech Support Scam 
 
On April 29th, the FTC and the State of Ohio sent refund checks totaling more than $92,000 to victims of a tech 
support scam that tricked consumers into believing that their computers were infected with malware and then 
charged consumers for unnecessary repairs. In January 2018, the FTC and the State of Ohio agreed to a 
settlement with the operators of the scam, who allegedly created advertisements designed to look like pop-up 
security alerts from well-known technology companies warning consumers that their computers had been 
compromised with viruses or malware. 
 
HIPAA Violation Enforcement 
 
On April 30th, the Department of Health and Human Services Office of Civil Rights published a notice in the 
Federal Register that it is exercising its discretion in how it applies civil money penalties (CMP) for less egregious 
violations of the Health Insurance Portability and Accountability Act (HIPAA). Currently, there is a maximum CMP 
of $100 for each HIPAA violation, with an annual cap of $25,000 for identical violations. The notice provides a 
different cumulative annual CMP limit for each of the four penalty tiers in the Health Information Technology for 
Economic and Clinical Health Act. 
 
GAO Report on IRS Debt Collection 
 
On April 29th, the Government Accountability Office (GAO) published a report about the effectiveness of the 
Internal Revenue Service (IRS) private debt collection (PDC) program. The IRS PDC program sends tax debt 
cases to private collection companies. According to the GAO, approximately 65 percent of all tax debt collection 
cases between April 2017 and September 2018 were closed because the debt collection agencies were unable to 
contact the taxpayer or collect the debt. “Specifically, GAO found that: 
 

 IRS identified and documented six taxpayer risks related to the PDC program, such as scammers 
impersonating collection agencies, but had not identified an additional ten risks that GAO did, such as 
taxpayers agreeing to debt payments they cannot afford; 

 IRS had not consistently assessed the impact or likelihood of the identified risks. As a result, IRS's 
responses to mitigate risks were broad in nature, and were not prioritized or aligned to address 
specific risks; and 

 IRS monitors a sample of collection agencies' telephone calls with taxpayers and reviews taxpayer 
complaints, but these methods do not provide information on whether IRS's responses to risks are 
effective.” 
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https://news.bloomberglaw.com/privacy-and-data-security/ftc-eyes-enforcement-boost-for-eu-u-s-privacy-shield-data-moves
https://www.ftc.gov/news-events/press-releases/2019/04/ftc-state-ohio-sending-refund-checks-tech-support-scam-victims
https://www.ftc.gov/news-events/press-releases/2018/01/tech-support-operators-agree-settle-charges-ftc-state-ohio
https://www.federalregister.gov/documents/2019/04/30/2019-08530/notification-of-enforcement-discretion-regarding-hipaa-civil-money-penalties
https://www.gao.gov/products/GAO-19-193
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STATE DEVELOPMENTS  

 
Background Screening Legislation 
 
Recent legislation regarding background screening includes: 
 

 Arizona enacted S.B. 1211, which amends certain provisions regarding background screening for the 
licensing of employees of intermediate care facilities. 

 Indiana enacted S.B. 570, which requires voting system vendors to conduct background checks on 
their employees. 

 The Montana legislature passed H.B. 566, which would require background checks for employees of 
assisted living facilities. 

 The Oklahoma legislature passed: 

o H.B. 2571, which would require fingerprint-based background checks for physical therapy and 
physical therapy assistant licenses; 

o H.B. 2307, and the companion bill S.B. 378, which would authorize the Department of Public 
Safety to conduct annual nationwide criminal background checks on third-party examiners of 
driving schools; and 

o H.B. 1373, which would require certain occupational and professional organizations to list the 
types criminal records that would disqualify an applicant from obtaining a professional license.  
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https://apps.azleg.gov/BillStatus/BillOverview/71789?SessionId=121
http://iga.in.gov/legislative/2019/bills/senate/570#document-7f90d8c1
http://laws.leg.mt.gov/legprd/LAW0203W$BSRV.ActionQuery?P_SESS=20191&P_BLTP_BILL_TYP_CD=HB&P_BILL_NO=566&P_BILL_DFT_NO=&P_CHPT_NO=&Z_ACTION=Find&P_ENTY_ID_SEQ2=&P_SBJT_SBJ_CD=&P_ENTY_ID_SEQ=
http://www.oklegislature.gov/BillInfo.aspx?Bill=hb2571&Session=1900
http://www.oklegislature.gov/BillInfo.aspx?Bill=hb2307
http://www.oklegislature.gov/BillInfo.aspx?Bill=sb378
http://www.oklegislature.gov/BillInfo.aspx?Bill=hb1373
http://www.agg.com/

